HIGHLIGHTS
•

HHS has announced the start of the
second phase of its HIPAA audit
program.

•

Both covered entities and business
associates may be selected for a
HIPAA audit.

•

If a HIPAA audit reveals a serious
compliance issue, HHS may initiate a
compliance review to investigate
further.

DEADLINES
•

HHS Launches HIPAA Audit
Program
OVERVIEW
The Department of Health and Human Services (HHS) announced
that it has launched the second phase of its HIPAA audit program,
which focuses on compliance with HIPAA’s Privacy, Security and
Breach Notification Rules.
This second phase of the HIPAA audit program covers both covered
entities and business associates. HHS’ Office for Civil Rights (OCR)
has indicated that the second phase of the HIPAA audit program is
currently underway. Covered entities that were selected for desk
audits received notification letters from OCR on July 11, 2016.
Audits of business associates are expected to begin in the fall.
According to OCR, these HIPAA audits are primarily a compliance
improvement activity. However, if an audit reveals a serious
compliance issue, OCR may initiate a compliance review to
investigate.

Entities selected for an audit will be
asked to provide information
regarding HIPAA compliance.

ACTION STEPS

•

Audited entities will have 10
business days to submit the
requested information.

To prepare for a possible HIPAA audit, covered entities and business
associates should review their compliance with HIPAA’s Privacy,
Security and Breach Notification Rules.

•

After OCR develops its draft findings,
audited entities will have 10 business
days to review the findings and
respond to OCR.
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BACKGROUND
HIPAA established national standards for the privacy and security of protected health information (PHI) and the Health
Information Technology for Economic and Clinical Health (HITECH) Act established breach notification requirements to
provide greater transparency for individuals whose information may
be at risk.
OCR is responsible for enforcing the HIPAA Rules. In 2011 and 2012,
OCR implemented a pilot audit program to assess the controls and
processes implemented by 115 covered entities to comply with
HIPAA’s requirements.

NEW AUDIT PROGRAM
Drawing on its experience from the pilot audit program, OCR is
implementing the second phase of its HIPAA audit program, which
covers both covered entities and business associates.

The HITECH Act requires OCR to
conduct periodic audits of
covered entity and business
associate compliance with the
HIPAA Privacy, Security and
Breach Notification Rules.

OCR updated its audit protocol to include the requirements that may be assessed during a HIPAA audit.
The entire audit protocol is organized around modules, representing separate elements of privacy,
security and breach notification. The combination of these multiple requirements may vary based on
the type of covered entity or business associate selected for review.
This audit protocol can be used as a guide for internal self-audits of HIPAA compliance.

When Will the HIPAA Audits Begin?
The second phase of OCR’s HIPAA audit program is currently underway. On July 11, 2016, OCR notified 167 covered
entities that they had been selected for desk audits. Desk audits of business associate audits will commence in the fall.
Communications from OCR will be sent via email.
Because communications from OCR will be sent via email and may be incorrectly classified as spam, OCR expects
covered entities and business associates to check their junk or spam email folders for emails from OCR
(OSOCRAudit@hhs.gov). An entity that does not respond to OCR may still be selected for an audit or subject to a
compliance review.
A sample email letter from OCR is available here.

Who Will Be Audited?
Every covered entity and business associate is eligible for an audit. According to OCR, it is identifying pools of covered
entities and business associates that represent a wide range of health care providers, health plans, health care
clearinghouses and business associates. By looking at a broad spectrum of audit candidates, OCR can better assess
HIPAA compliance across the industry—factoring in size, types and operations of potential auditees.
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The sampling criteria for auditee selection includes the size of the entity, affiliation with other healthcare organizations,
the type of entity and its relationship to individuals, whether an organization is public or private, geographic factors, and
present enforcement activity with OCR. OCR will not audit entities with an open compliance investigation or that are
currently undergoing a compliance review.

How Does the Pre-audit Screening Process Work?
OCR will first contact a covered entity or business associate to verify contact information. Once this information is
verified, OCR will send the covered entity or business associate a questionnaire designed to gather data about its size,
type and operations. OCR’s pre-screening questionnaire is available here.
As a part of the pre-audit screening questionnaire, OCR is asking that entities identify their business associates. OCR has
provided a sample template that covered entities may use to develop their list of business associates. Use of this
template is optional.
OCR will conduct a random sample of entities in the audit pool. The covered entities and business associates that are
selected for an audit will then be notified by OCR. If a covered entity or business associate fails to respond to
information requests, OCR will use publically available information about the entity to create its audit pool.

How Does the Audit Program Work?
OCR plans to conduct desk and on-site audits for both covered entities and their business associates.

1

The first round of audits will be desk audits of
covered entities

2

The second round of audits will be desk audits of
business associates
The third round of audits will be on-site audits

3

All desk audits in this phase will be completed by
December 2016

On-site audits will examine a broader scope of
requirements from the HIPAA Rules than desk audits.
Some desk auditees may be subject to a subsequent
on-site audit.

Desk Audits
According to OCR, the process for desk audits works as follows:



Entities selected for an audit will be sent an email notification of their selection and will be asked to provide
documents and other data in response to a document request letter.



Audited entities will submit documents online via a new secure audit portal on OCR’s website. OCR expects
audited entities to submit the requested information within 10 business days of the date on the information
request. There will be fewer in-person visits during this second phase of audits, but auditees should be prepared
for a site visit when OCR deems it appropriate.
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Auditors will review documentation and then develop and share draft findings with the audited entity.



Audited entities will have 10 business days to review and respond to these draft findings. The auditor will
complete a final audit report for each entity within 30 business days after the auditee’s response. OCR will share
a copy of the final report with the audited entity.

On-site Audits
Covered entities and business associates will also be notified via email of their selection for an on-site audit. The
auditors will schedule an entrance conference and provide more information about the on-site audit process and
expectations for the audit. Each on-site audit will be conducted over three to five days on site, depending on the size of
the entity.
On-site audits will be more comprehensive than desk audits and cover a wider range of requirements from the HIPAA
Rules. Entities will have 10 business days to review the draft findings and provide written comments to the auditor. The
auditor will complete a final audit report for each entity within 30 business days after the auditee’s response. OCR will
share a copy of the final report with the audited entity.

What Happens After an Audit?
According to OCR, audits are primarily a compliance improvement
activity that will enable OCR to better understand compliance
efforts with particular aspects of the HIPAA Rules. Generally, OCR
will use the audit reports to determine what types of technical
assistance should be developed and what types of corrective action
would be most helpful.

If an audit report indicates a
serious compliance issue, OCR
may initiate a compliance review
to investigate further.

OCR will not post a listing of audited entities or the findings of an
individual audit that clearly identifies the audited entity. However, under the Freedom of Information Act (FOIA), OCR
may be required to release audit notification letters and other information about these audits upon request by the
public.

Source: Department of Health and Human Services
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